THIRD-PARTY
RISK INTELLIGENCE

MetricStream Third-Party Risk Management built on the MetricStream Platform, enables
organizations to monitor third-party risks, and manage compliance. Organizations can leverage
globally sourced content from partners to monitor cybersecurity, ﬁnancial, sustainability, regulatory,
disaster and hazard, country corruption, and commercial and reputational risks. Integration with
trusted content sources such as FICO, Dow Jones, D&B, BitSight, Shared Assessments, Transparency
International, AI Sustainability Center, Compliance.ai, and others enhances intelligence for
third-party monitoring. MetricStream’s content provider agnostic intelligence framework provides
the ability to additionally curate information from multiple authoritative sources and leverage it to
further strengthen third-party risk intelligence.

BitSight
Strengthen the cybersecurity, IT, privacy, and business resiliency of third
parties with the MetricStream and BitSight integration
Addressing the growing cyber threats is a challenge faced by all organizations today. Increasing
incidents across industries have mandated the need for a comprehensive and structured approach
to mitigate exposure from such risks. BitSight’s security ratings provide a dynamic measurement of
an organization’s cybersecurity performance that is both material and validated. BitSight’s Security
Ratings Platform continuously analyzes vast amounts of external data on security issues and
behaviors in order to help organizations manage third-party risk, underwrite cyber insurance
policies, benchmark performance, conduct M&A due diligence, and assess risk.
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MetricStream and BitSight integration
MetricStream Third-Party Risk Management integrates with BitSight, to enable proactive
identiﬁcation and mitigation of cybersecurity risks in the extended enterprise. MetricStream
Third-Party Risk Management enables organizations to rank and prioritize third parties based on
BitSight cybersecurity ratings. Combined with additional intelligence gathered through the
product, the BitSight rating helps organizations to focus due diligence and ongoing monitoring on
the third parties with the highest risk exposure. When the BitSight score breaches the threshold,
automated assessments and issues are assigned for further analysis and remediation measures.
BitSight’s cybersecurity insights along with MetricStream Third-Party Risk Management equips
organizations with the intelligence and tools they need to make better business decisions that
protect them from evolving cyber threats.

Stay resilient with an early view into third
parties’ cybersecurity risks by leveraging risk
ratings and content which help prioritize due
diligence and monitoring

Be better informed about third and
fourth-party ratings with tools to rank,
prioritize, and qualify their cybersecurity risk
exposure

Gain a dynamic view of changes in ratings
facilitated by continuous monitoring and
automated report creation
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FICO® Cyber Risk Score
Improve vigilance over cybersecurity risk with quantiﬁed insights on third
parties with the MetricStream and FICO collaboration
A data breach from a single third party can signiﬁcantly impact an organization. While
organizations deploy stringent controls on the internal environment, they have limited control
over the security measures taken by the third party. The FICO® Cyber Risk Score evaluates
network assets and organizational behaviors that deﬁne the security posture of any organization.
The data behind the Cyber Risk Score is continually sourced to reﬂect the current security
landscape. Machine learning is used to discover relationships between evidence and known
outcomes in order to produce a security score that is a data-driven, not opinion-based,
assessment of risk.

MetricStream and FICO integration
The integration of FICO with MetricStream Third-Party Risk Management provides a Cyber Risk
Score and ratings related to third parties. A holistic assessment of third-party security risk is
enabled when combined with MetricStream's third-party risk assessment capabilities. The
product helps consolidate the various approaches of risk assessment into the MetricStream
Platform, and actions can be taken based on this data. The FICO® Cyber Risk Score improves
visibility into the cyber posture of third parties and the possible threat of a cyber breach with
quantiﬁed insights. MetricStream Third-Party Management provides a centralized repository of all
third parties and automates the third-party due diligence/risk assessment process. The security
score from FICO is used to screen new third parties, continuously monitor the changes in the
score, and automate the assignment of the ﬁnding to the relevant teams for mitigation. When the
FICO score breaches the threshold, automated assessments and issues are assigned for further
analysis and remediation measures.

Quantify third-party risk exposure with FICO®
Cyber Risk Score

Strengthen risk management with the
automated generation of assessments in
case of FICO threshold breach

Gain agility in risk mitigation with automated
creation of ﬁndings and recommendations
when the FICO score changes
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Shared Assessments
Standardize third-party IT risk management with MetricStream and
Shared Assessments
Assessments and questionnaires are key tools used by organizations to assess cybersecurity, IT,
privacy, data security, and business resiliency risks of the third parties. As the scope, breadth and
impact of risks expands, it has become essential to leverage standardized tools to ensure holistic
evaluation of third parties. The SIG holds high industry standards and incorporates best practices
which help enterprises keep a watchful eye on emerging risks, as well as emerging regulations,
guidelines, and standards for a wide range of industries.

MetricStream and Shared Assessments integration
The Standard Information Gathering (SIG) assessments of Shared Assessments packaged in
MetricStream Third-Party Risk Management helps evaluate 18 risk control areas, or “domains”
within a third-party’s environment including cybersecurity, IT, privacy, data security, and business
resiliency within the extended enterprise.
The complete SIG assessment or SIG-Lite can be initiated for a third party, based on the criticality.
Third parties can directly respond to SIG questionnaires in the MetricStream product or upload
pre-ﬁlled SIG questionnaires. The responses are analyzed further, and the scores are aggregated
to arrive at the overall IT risk proﬁle of the third-party.
The SIG assessments cover the following core areas essential to IT risk evaluation:
•
•
•
•
•
•
•

Business Information
Documentation
SIG Lite
Risk Assessment and Treatment
Security Policy
Organizational Security
Asset and Information
Management
• Human Resource Security
• Physical and Environmental
Security

•
•
•
•
•
•
•
•

Operations Management
Access Control
Application Security
Incident Event and
Communications Management
Business Resiliency
Compliance
End User Device Security
Network Security
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Standardize risk evaluation throughout the
third-party life cycle with pre-packaged
questionnaires for IT and security
assessments

Minimize third-party fatigue with the ability to
upload pre-ﬁlled SIG questionnaire

Enhance monitoring of risk metrics with the
intuitive MetricStream dashboard
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Dun & Bradstreet Corporation
Validate and enrich third-party ﬁnancial information to make better business
decisions with MetricStream and Dun & Bradstreet integrated oﬀering
Selecting and managing third parties that are ﬁnancially viable is critical to a prolonged and
healthy partnership. With a vast third-party base, it often becomes challenging for organizations to
identify and assess third parties. Dun & Bradstreet D U N S numbers are often referenced by
organizations to help predict the reliability and ﬁnancial stability of third parties in the network.
D U N S, which stands for Data Universal Numbering System, is used to maintain up-to-date and
timely information on more than 330 million global businesses. The D U N S Number also enables
identiﬁcation of relationships between corporate entities (hierarchies and linkages), another key
element of Live Business Identity and commercial risk assessment practices.

MetricStream and Dun & Bradstreet integration
MetricStream Third-Party Risk Management integrates with Dun & Bradstreet to validate and
enrich the third party’s proﬁle with ﬁnancial risk information. The product enables users to screen,
on-board and continuously monitor third parties based on insights on credit/ﬁnancial risk. The
third parties can be prioritized based on their risk proﬁle and credit worthiness, thereby strengthening eﬃciency and eﬀectiveness of the third-party risk management program. Furthermore,
when the D&B score is breached, automated assessments are triggered, and issues are assigned
for further analysis and remediation measures.

Improve accuracy, consistency and
transparency of third-party information with
D�U�N�S numbers, a universal standard for
tracking businesses worldwide

Make better risk-based decisions while
screening and qualifying third parties with
comprehensive data on reliability and/or
ﬁnancial stability of third-party risks from D&B

Enable ﬁnancial risk prioritization with
insights on business credit and ﬁnancial risk
for third parties
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AI Sustainability Center
Stay ahead of AI and data-driven risks with the MetricStream and
AI Sustainability Center ethical risk proﬁler
The transformative beneﬁts of artiﬁcial intelligence (AI) cannot be fully realized until the ethical and
societal risks of AI are also brought into the equation and are appropriately addressed. That’s
where the concept of “sustainable AI” comes in. The AI Sustainability Center (AISC) has characterized
sustainable AI as the identiﬁcation, measurement, and governance of AI to prevent or mitigate the
possible negative impact of data-driven technologies. With a sustainable AI strategy, organizations
can eﬀectively identify and mitigate negative externalities, such as privacy intrusion, discrimination,
and bias.

MetricStream and AI Sustainability Center integration
MetricStream and the AI Sustainability Center have partnered to help organizations build
sustainable AI programs based on a foundation of risk awareness and good governance. The
strengths of the MetricStream Platform, are combined with those of the AI Sustainability Center’s
framework for Sustainable AI to oﬀer users an automated tool for AI risk scanning. This unique,
ﬁrst-of-its-kind tool will enable organizations to capitalize on the beneﬁts of AI in a responsible and
ethical manner by proactively identifying and mitigating potential risks, and thereby avoiding
common pitfalls.

Gain a competitive edge by learning to use AI
and data-driven technologies in a sustainable
way, acting ahead of the regulatory curve

Proactively leverage the risk scanning proﬁle
as a health check for AI applications

Ensure that your organization’s AI
fundamentals are in place: transparency,
explainability, accountability, and governance
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Compliance.ai
Stay up to date on the volume and velocity of regulatory changes that impact
your business with the MetricStream and Compliance.ai partnership
The volume of regulatory changes ﬁnancial institutions must track has grown signiﬁcantly over the
last few years. Financial institutions need to keep a close watch on the changing regulatory alerts
so that they are not missed and their impact on the business is assessed. Managing the sheer
volume, velocity, and complexity of these updates can be a daunting task.

MetricStream and Compliance.ai integration
MetricStream, has integrated with Compliance.ai, a modern regulatory change management
solution, to automatically deliver focused, AI-powered, and comprehensive regulatory content to
its users. Organizations can subscribe to and leverage Compliance.ai’s regulatory intelligence
content directly within the MetricStream Regulatory Change Management product to assess the
impact of the regulations on related policies, third parties, procedures, risks, and controls to
strengthen their regulatory compliance. Based on regulatory insights, appropriate workﬂows for
risk assessments, control monitoring, risk mitigation measures can be initiated.

Gain agility in your compliance program by
receiving comprehensive real-time coverage
of regulatory alerts

Build conﬁdence with regulators by following a
structured approach to manage complex
regulatory alerts and measure their impact on
the enterprise ecosystem

Reduce the time spent on regulatory change
management activities by auto-assigning
alerts to SMEs and triggering regulatory
developments
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DisasterAWARE™
Enhance resilience with early disaster intelligence and situational awareness
of third parties with the MetricStream and DisasterAWARETM collaboration
The increasing dependency on globally dispersed third and fourth-party networks signiﬁcantly
exposes organizations to business disruption caused by third or fourth-party disasters. Therefore,
proactively monitoring and managing such disasters is critical to ensure business continuity.
DisasterAWARE has collaborated with countries throughout the world to identify threats, avoid
risks, and improve the capacity to cope with numerous hazards.

MetricStream and DisasterAWARETM integration
MetricStream Third Party Risk Management integrates with DisasterAWARE’s risk intelligence
platform to provide disaster intelligence and situational awareness for improved risk management
and business continuity initiatives. Businesses can gain real-time hazard alerts based on hundreds
of geospatial data sets from current meteorological observational data and historical incidents.
The MetricStream Third-Party Risk Management product provides insights from DIsasterAWARE to
enable organizations to proactively monitor the risks in the extended enterprise. Risk intelligence
on historical crisis events of the third party during the screening process improves the quality of
the on-boarded third parties. Early warning signals for threats like hurricanes, wildﬁres, and ﬂoods
enable stakeholders to quickly communicate with business units as well as the third parties in a
timely manner to ensure prompt remediation to prevent disruption.

Mitigate concentration risk with the ability to
understand and map clustering of third
parties based on historical exposure

Sharpen risk response with accurately
visualized maps of the disaster location and
impacted third parties

Improve risk visibility by monitoring
geophysical risks and impact with the
disaster intelligence dashboard
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Transparency International
Gain comprehensive visibility into corruption risk in the third-party ecosystem
with the MetricStream and Transparency International partnership
Corruption corrodes the fabric of society. It undermines trust in political and economic systems,
institutions, and leaders. With chapters in more than 100 countries, Transparency International is a
global civil society organization, leading the ﬁght against corruption.

MetricStream and Transparency International integration
MetricStream Third-Party Risk Management integrates the Corruption Index by country provided
by Transparency International to deliver comprehensive visibility into corruption risk in the
third-party ecosystem. Understanding who organizations conduct business with has gained priority
with increased regulatory focus. The integration enables organizations to operate on high ethical
standards and protect their reputations. Leveraging this data, the organizations can evaluate
corruption levels of the associated country of the third-party. Furthermore, when the corruption
level breaches the threshold, automated assessments and issues are assigned for further analysis
and remediation measures.

Adhere to ethical standards by engaging with
third parties least aﬀected by corruption
based on scores assigned for each country’s
corruption index

Mitigate risks by stratifying third parties based
on the Country Corruption Index

Gain visibility into corruption risk in the
third-party network with dashboards and
reporting
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Dow Jones
Mitigate regulatory, commercial and reputational risks from third parties with
the MetricStream and Dow Jones integrated capabilities
Today’s ever-changing landscape is marked by sanction, rules, and regulatory enforcements,
increasing ﬁnes and penalties for non-compliance. There is also heightened focus on protecting
brand and reputations. Organizations around the world are compelled to continuously monitor
and assess their third-party relationships which require the requisite due diligence checks,
accurate and real-time risk assessments, along with the enforcement of robust standards.
MetricStream, in partnership with Dow Jones, equips enterprises with the intelligence and the tools
needed to make better business decisions and drive business performance.

MetricStream and Dow Jones integration
MetricStream Third-Party Risk Management integrates with Dow Jones to supports a comprehensive
and intelligent process for onboarding, risk monitoring, conducting due diligence, and tracking
performance of third parties. The rich, real time, global data feeds covering: Politically Exposed
Persons including relatives and close associates, Sanctions listings, Special Interest Persons,
State-owned Enterprises and board members lists, and adverse media enhance third-party
validation and monitoring. Leveraging commercial and reputation content, the organizations can
improve risk oversight, make better risk-based decisions and strengthen governance. Furthermore,
when the risk ratings breach the threshold, automated assessments and issues are assigned for
further analysis and remediation measures.

Mitigate regulatory, commercial and
reputational risks from the extended
ecosystem

Establish stringent processes to identify
third-party risks even before they are
on-boarded

Adopt a comprehensive risk-based approach
with the ability to risk-rate the third parties
based on the alerts from Dow Jones

11

Black Kite
Gain deep visibility and prioritize third-party cyber risks with ransomware and
data breach ratings
As third-party risks and ransomware attacks proliferate, organizations are looking for new insights
and solutions to safeguard their enterprises. How can your risk management program keep up
with the threats?

MetricStream and Black Kite integration
Strengthen your third-party cybersecurity risk assessments with the integration of BlackKite’s cyber
risk insights data and ratings with MetricStream Third-Party Risk Management.
Black Kite provides deep visibility into a third-party’s cybersecurity posture, using the same tools and
techniques hackers use to continuously collect information from internet-wide scanner databases,
reputation sites, cyber events, hacker shares, and known vulnerability databases.
Black Kite synthesizes this information into ratings including its Ransomware Susceptibility Index
(RSI) and Data Breach Index (DBI). Together, Black Kite and MetricStream Third-Party Risk
Management equip you to:

Conduct a deep-dive into security risks as
third parties are onboarded and across
the lifecycle

Gain comprehensive visibility into cyber risk
exposure, ransomware potential, and data
breach possibilities with Black Kite’s scores
and ratings, combined with other intelligence
sources for the big picture

Prioritize cyber risks and third parties with
Black Kite’s unique “eye of the hacker”
perspectives
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EcoVadis
Gain visibility into third-party’s ESG posture with in-depth sustainability ratings
With growing global awareness and regulatory focus, Environmental, Social, and Governance (ESG)
metrics have become essential to measuring the sustainability and ethical impact of an
organization. Key ESG considerations include climate change, carbon footprint, socioeconomic
factors (traﬃcking, modern slavery), corporate responsibility, diversity and inclusion, community
investment, executive compensation, ethics, and board accountability. Organizations need to focus
not only on their own ESG ratings but also of their extended enterprise.

MetricStream and EcoVadis integration
The integration of EcoVadis with MetricStream Third Party Risk Management provides in-depth
sustainability ratings across the ESG spectrum and can be used to screen new third parties,
continuously monitor the changes in the ESG score and automate the review task generation to the
authorized users or group to take actionable insights and trigger required assessment. The
EcoVadis sustainability intelligence suite spans the full spectrum of sustainability risk and
performance management with broad-scale supply chain risk screening and mapping, reliable
scorecards with actionable ratings, and complete audit and improvement management.

Seamlessly infuse ESG considerations into
an overarching risk management
framework

Use ESG ratings of third parties to make
well-informed decisions and protect your
reputation

Gain a dynamic view of changes in ESG
ratings with continuous monitoring and
automated report creation
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Security Scorecard
Get the full picture on cyber risk with detailed IT and cyber security risk ratings
Cyber risks, data breaches, information security risks – cyber GRC is one of today’s most
concerning existential threats. And, third parties are among the biggest sources of risks in today’s
hyperconnected business environment. Using quantitative insight as well as qualitative
assessments can yield the deepest insight and predictive protection for better risk decisions. One
powerful way to achieve these outcomes is through the use of security ratings such as Security
Scorecard.

MetricStream and Security Scorecard integration
Security Scorecard integrates with MetricStream to articulate and understand an organization’s
security eﬀectiveness through a quantiﬁable score.
SecurityScorecard Ratings oﬀer easy-to-read A-F ratings across ten groups of risk factors, including
Network Security, Patching Cadence, Application Security, Social Engineering, etc., and provides
comprehensive visibility by collecting the data from across the internet for an objective, outside-in
perspective of an organization's cybersecurity posture.

Bolster your cyber risk insight with a
quantiﬁable, objective lens based on a
wide variety of data

Easily understand risk posture at a glance with
easy-to-understand ratings

Combine with other sources and perspectives
for a complete view of the big risk picture
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Thomson Reuters
Stay on top of complex regulatory changes and strengthen regulatory
compliance
One of the biggest challenges that risk and compliance professionals face is keeping up with the
change and complexity in the regulatory environment. Organizations need to keep themselves
abreast of these changes, making sure that they have not missed out on any important updates
and then analyze how these changes impact their business. What are the new risks? What
business units are impacted? What processes are impacted and do they need to be updated?
Addressing these challenges manually is nearly impossible – and the consequences of not
addressing them are immense, including ﬁnes and reputational damage.

MetricStream and Thomson Reuters integration
To help organizations keep up with the ever-changing regulatory landscape, MetricStream has
integrated its Regulatory Change Management product with Thomson Reuters Regulatory
Intelligence content to deliver automated and comprehensive regulatory content.
With this integration, MetricStream customers will be able to leverage Thomson Reuters regulatory
content directly within their MetricStream application to eﬀectively assess the impact of the
regulations on related policies, procedures, risks, and controls, and strengthen their regulatory
compliance.

Gain agility in your compliance program with
the latest regulatory content from Thomson
Reuters, triggering the downstream
workﬂows for impact assessment

Build conﬁdence with regulators with a
structured approach to manage regulatory
alerts and their impact on business
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Stay on top of and improve responsiveness to
regulatory changes with curated insights from
1000+ sources on any regulatory and
legislative material

Reduce the time spent on regulatory change
management by auto assigning regulatory
changes to subject matter experts

