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Aligning your Compliance Program to the
United States Department of Justice’s
(DOJ) Latest Guidance
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The expectation from an organization’s
compliance program is increasing with each
passing day. The highly dynamic regulatory
landscape and increasing compliance risks that

1.

“Is the corporation’s compliance program well designed? “

2.

“Is the program being applied earnestly and in good faith?" In other words, is
the program adequately resourced and empowered to function eﬀectively?

need to be managed, are driving compliance
teams to remain highly focused and stay on top
of regulatory expectations to preserve and
protect their corporate integrity.
The United States Department of Justice ( DOJ )
released its latest guidelines on the evaluation
of compliance programs in organizations. The
revised DOJ compliance guidance increases

3.

“Does the corporation’s compliance program work in practice?"

The second question is what we need to pay attention to as the DOJ needs to understand
if the organization is focused and committed to compliance or is it just a tick-the-box
exercise.
While the guidance covers many areas, these are some of the key aspects that stand out:

attention on the appropriate investment in
compliance programs, even as organizations
are challenged by workforce, operations, and
business disruptions. With detailed
requirements on what eﬀective compliance
programs should achieve and what prosecutors
expect from companies under the regulatory
scanner, it is a vital tool for compliance
professionals to ensure that their compliance
programs are in line with regulatory
expectations. The guideline focuses on three
core questions in evaluating the eﬀectiveness
of a compliance program:
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Compliance Risk
Assessment
There is a lot of focus given to risk assessment and
whether the company has analyzed and addressed the
varying risks presented; the methodology used to
identify, analyze, and address the risks, and what
metrics are used to track misconduct. Based on the
risk-assessment results, compliance teams can
proportionately allocate resources to high risk areas
compared to the low-risk areas. For instance, does the
company give more attention to high-risk transactions
like a large-dollar contract with a government agency in
a high-risk country than more modest hospitality and
entertainment expenses?
The speciﬁc update to the guidance is to determine if
the risk assessment is current and subject to periodic
review. Is the periodic review limited to a “snapshot” in
time or based upon continuous access to operational
data and information across functions? Has the periodic
review led to updates in policies, procedures, and
controls? Do these updates account for risks discovered
through misconduct or other problems within the
compliance program?
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Policy
Management

Compliance requirements are translated into

employees, third parties and partners. It also requires

policies and procedures that need to be followed

that the latest version of policies is easily accessible.

by employees. Policies are the cornerstone of an

They also want to ensure that policies are rolled out

eﬀective compliance program. Policies and

in a way that enable employee understanding of

procedures should aim to reduce the risk

policies. The organization needs to be aware of how

identiﬁed through risk assessments. The

employees are engaged with policies: which policies

guidance requires that there is a process in place

are most frequently accessed and who is doing this.

to design new policies and update existing
policies, and to communicate policies to internal

Case and
Incident
Investigation

The compliance program must include a way for

Investigations need to analyze misconduct and

employees to anonymously or conﬁdentially

identify root causes. They need to have answers to

report cases of misconduct or any incident that

questions such as how the company has collected,

may pose a risk to the organization. The DOJ

tracked, analyzed, and used information from its

states that organizations should take proactive

reporting mechanisms; whether the company

steps and facilitate a workplace atmosphere

periodically analyzes the reports or investigates

without fear of retaliation and with protection for

ﬁndings for patterns of misconduct or other red ﬂags

whistleblowers. Further, cases and incidents

that signal compliance weaknesses.

should be routed to the proper personnel and
investigations completed in a timely manner, with
appropriate follow up and discipline.
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Third Party
Management

The guidance acknowledges that organizations

diligence and third-party monitoring are done just

today are highly dependent on the services of third

during onboarding or throughout the lifecycle of the

parties and the extended enterprise to meet their

relationship. It is important for organizations to

business objectives. It has also added that companies

invest in ongoing monitoring of the third-party

would be assessed on their understanding of the

relationships, be it through updated due diligence,

business rationale for needing the third party in the

audits, or periodic certiﬁcations by the third party.

transaction, and the risks posed by third-party

This process needs to be risk-based and integrated,

partners, including the third-party partners’

with a proper mechanism to resolve any issues when

reputations and relationships, if any, with foreign

they do arise in third-party relationships.

oﬃcials. The interesting piece is that the program is
also evaluated on the basis of whether the due
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Technology
Adoption is
the Only Way
Forward

While the guidance is comprehensive and covers

testing, policy management, case and incident

every aspect of the compliance program, it is clearly

management, third party management and

evident that manual and siloed approaches to

regulatory engagement management.

managing compliance will not be sustainable.
Organizations will need an integrated and

The MetricStream Compliance Management Solution

comprehensive compliance technology solution

enables organizations to replace manual risk and

with a common data architecture than spans across

compliance processes with automated workﬂows,

the diﬀerent components of compliance including

analytics, and dynamic dashboards, delivering

regulatory change management, regulatory rule

real-time visibility into the compliance posture of the

mapping, compliance risk assessments, control

organization.
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With MetricStream, Organizations Can:
Establish a tightly mapped framework
of their compliance universe, including
regulations, requirements, policies,
processes, assets, risks, and controls

Eﬃciently capture and monitor
changing regulations by integrating
with authoritative regulatory content

Improve eﬃciency by streamlining and

sources

automating workﬂows across
compliance control assessments,
testing, and issue management

Simplify latest policy access across the
enterprise through a centralized,
easy-to-use policy portal

Reduce the cycle time required to
create, refresh, and align policies
with regulatory requirements
Gain assurance that the organization is
compliant with regulatory requirements
by simplifying the collection of evidence
Improve business performance and

and attestations

decision-making through a uniﬁed and
real-time view of the organization’s
compliance posture
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